tm

GLDA

Guide to Loa ding and Deleting

MAO-DOGCTEGCO008 v2.29

© 2021 MULTOSLimited.
MULTOS is aregisteredtrademark of MULTOSLimited.



Guide to Loading and Deleting

Copyright

a Copyright 1999 - 2021 MULTOSLimited. This document contains confidential and proprietary
information. No part of this document may be reproduced, published or disclosed in whole or part, by
any means: mechanicalelectronic, photocopying, recording or otherwise without the prior written
permission of MULTOSLimited.

Trademarks

MULTOS is aegisteredtrademark of MULTOSLimited.
All other trademarks, trade names or company names referenced herein are uskd identification
only and are the property of their respective owners

Published by

MULTOS Limited,

350 Longwater Avenue,
Reading,

Berkshire,

RG2 6GF,

UK

General Enquiries

Email:dev.support@multos.com
Web: http://www.multos.com

Document References

All references to other available documentation is followed by the document acronym in square [ ]
brackets. Details of thecontent of these documents can be found in the MULTOS Guide to
Documentation, and the latest versions are always available from the MULTOS web site
www.multos.com

Data References

All references to MULTOS data cabe crossreferenced to the MULTOS Data Dictionary available in
the back of the MULTOS Developers Reference Manual.

MAO-DOG-TEGO008 v2.29 © 2021 MULTOSLimited.
ii P MULTOS is aregisteredtrademark of MULTOSLimited.


http://www.multos.com/
http://www.multos.com/

GLDA

Contents
Y o] o] [ ToF= a0 o T 0 = o [ @ AV =T 1 1
I A Y o] o] [ o= U1 o 0 = €0 Y/ T = A0S 2
D22 A o] o] [ Tox= U1 To] g o Y= Uo [N L | PP 2
1.3 CArU ISSUBT .. ittt s 3
O A |V 1 1 1 1S T o= T o N 3
1.4.1  Application Operational MOE...........ccooiiiii i 3
2 APPlICAtION DEIELE OVEIVIEW. ... 4
3 Generalised Application Load ProCEAULE..........ccooii i 5
TN R - 11 o 1= [ 010 .4 F= 11T o PR 7
3.1.1  Get MaNUIACIUIET DAtaA.........uuiiieeeieiiieiiiiiie e e ettt e e e e e e ettt e e e e e e e e e eeaasann s e e eeeeeaeenes 8
3.1.2  GEUMULTOS DALA . ...uueiieiiiieeeeii ettt e e et e e e e e et e e e e eeaa e e eeeanaaaeees 9
3.2 Acquire Application LOad UNit..........coooiiiiiiiiiiii 10
3.2.1 Selecting the Application LOad UNIL...............uuuuiiiiiiiiiiiiiiiiiiiiiiiiiiiieiieieeeeeeeeeeeneeeeeeees 11
3.3 Acquire Application Load CertifiCate.............cooouiiiiiiiiiiiiiiiieeee e 12
3.3.1 Selecting anApplication Load CertifiCate................uuuuuurirmumiiiiiiiiiiiiiiiiiiiiiieeieeeieeeeeeennnns 15
3.3.2 Note on the Application Code Hash...........ccccooiiiiiiiiiiiii e 15
G A 101 (=10 14V O g =03 15
3.4.1 ALC, ALU and MCD CrOSS CNECKS........uuuuuiuriiriiiiiiiiiriiiieirireeiiesseseeeerereerereensnnne. 16
I LU .23 17
G B T O Y/ o) (o To | - o] ] [ 21
4  MULTOS Application Load and Delete ProCESS.........cccoivviiiiiiiiiiie e 22
4.1  LOAd SEUUENCE OVEIVIEW......uuuuuieeeeeeeeeeeeiiie e e e e e eeeeeeaaaaraaaaaeeeaseasaaaaeaaeeeesesssssnaaaaaaeaeannes 23
4.1.1  Open MEL APPICALION........ciiiiieiieeeeiee et e e e e e e e e e e e eeaaeeens 23
4.1.2 Load CommMaNdS GENEIAL.........uuuuuuiiiiiiiiiiiii s 24
g R T I - To I o o [ 27
O S o Y- To I 5 - | - P RSSRSN 28
4.1.5 LOAd DIR Fil& RECOIA. ... ..uuiiiee ettt e et s e e e e e e e e eenaann e e e e e eeeaeenes 29
Y T o - To I O =T o o] o RS 30
4.1.7 Load APPlICAtION SIGNATUIE. .......uuuiiiiiiiiii s 31
4.1.8 Load KTU (Key Transformation Unit) CIphertext...........ccooooooiiiiiiiiiieenseeeesessssseenns 32
4.1.9 Create MEL APPHCALION. ... ... 33
4.2 Delete SEQUENCE OVEIVIEW.......ccuiiiiiiiiiiiiiiiiiiieeieeee ettt ettt 35
4.2.1 Delete MEL APPHCALION.. .....uuuuiiiiiiiiiii s 35
VARG N o] o] [ Tor=Vi o] o [ Mo =T [ o 151 (o] Y/ PP PP PPPPPPPP 36
5 Detailed Application Load ProCeAUIE.........ccooiiiiiiie e 37
o0 R o = (o [ o o Tt T (U] =SSP 38
5.1.1 Design Notes: Load ProCeAUIE............uiiiiiiiiie et 39
I O o [=Tox [ o = o [ D - TSP 41
5.2.1 Desgn Notes: Check Load Data...........ccocoiiiiiiiiiiiiiii e 41
5.3 ALU ComMPONENt GENEIALION. ......ccciuiiiieeeiiiie e e e e e e e e et e e e e e e e e e et eeeaaaa e e 44
5.3.1 Design Notes : ALU Component Generation..............ccuuuieeeeiiiinieeiiiiieeeeeiiieeeeesnneeens 45
o0 N @] o] o T o L= o1 0 o =T [ o USRS 47
5.4.1 Design Notes: Component LOAdiNg........cccouuuiieiiiiiiiieiiiiie e e e e e 47
6 Detailed Application Delete ProCeAUIE..........ouuiiiiiiie e e 48
I R B =T [ (N o (0 Tot =T (1 = U SR 49
6.2 Design Notes : Application Delete ProCedure............oooooeiiiiiiiieiieeeeeeeeeee e 50

© 2021 MULTOSLimited. MAO-DOG-TECG008 v2.29
MULTOS is aregisteredtrademark of MULTOSLimited. @ il






GLDA

1 Application Load Overview

MULTOS application loading and deleting allows MULTOS card Issuers to create a card that is uniquely
tailored to an individual customeror customer profile Card Issuers can add, modify or delete
applicationsatanytimedur i ng the card-s |ife, even after t|
be downloaded anywhere, using insecure networks without compromising security

For loading, the application is packaged in a protected file format, called an Application Load in
(ALU).The ALU mechanismprovides a method to protect confidential application dataas well asa
digital signature to allow the MULTOS card to detect a corrupt ALU during loading. These integral
security features mean ALU can be stored on any platfornnd transmitted over any network.

An application can only be loaded or deleted from a MULTOS card with the permission of the card
issuer. This permission takes the form of an Application Load Certificate (ALC) and Application Delete
Certificate (ADC). TheMULTOSKey ManagementAuthority (KMA) playing the role of the certifying
authority is responsible for providing the cryptographiservices for the MULTOS schem@&hisincludes
the generation of ALC and ADCfor live cards, which can only be requestety the MULTOS card

issuet

A system to loadan application on a MULTOS card requires:

1 An Application Load Unit

1T AnALC Depending on t he Iitsas beeithersardrsgeqfic oricam peemtt s
application loadingfor a group of cards

1 TheTarget MULDS card. This is the | ssuer-s MULTOS
which the application is to be loaded

© 2021 MULTOSLimited. MAO-DOG-TEG008 v2.29
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The diagram below shows an overview of théoad process.

Application Provider
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% MEL | MEL Application
Application Provider
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Application Provider
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Application Header

d % | Application Load
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L MULTOS

Certification
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MCD Public Keys

‘ ME% Appliction Load Unit

Application Load

ﬁ? MSM Controls Data FaCi“ty

The Application Load Unit, ALU, is generated using the process described within the Guide to
Generating Application Load Units [GALU].

Prior to requesting an ALC, the issuer must register their application with the MULTOS KMA. Details
of the process and other related administrative tasks can be found on the sitatp://www.services.
stepnexus.com Once the application is registered the issuer can obtain an ALftbm the MULTOS
KMA.

1.1 Application Provider

In order to load an application one must be written. Within the MULTOS scheme this role is played by
the application provider.They provide:

1 The application details required to register the application
1 The public key corresponding to the privat&key used to create an application signature, if any

This means that there is no need to send code or data neither to the MULTOS KMA nor even to the
card issuer. The application signature private key may need to be made available when an ALU is
generated.

1.2 Application Load Unit

To load an application onto a card, the Application Code must first be formatted into an Application
Load Unit. An ALU can provide integrity and confidentiality of application code and data to protect
sensitive information.

The proess of generating an ALU is described in the Guide to Application Load Units [GALU] and the
ALU file format is defined in the MULTOS CA File Interface Formats document [FIF].

MAO-DOGTEG008 v2.29 © 2021 MULTOSLimited.
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1.3 Card Issuer

The card issuer is the principal coordinator for the loading of aplations. They must register the
application and request the ALC. In addition, ALU production must be sourced as must the loading
facility. In practice the ALU production and loading takes place in a card bureau environment.

1.4 MULTOS card

Once the ALU and ALGare obtained a load can proceed, but can only do so when the target MULTOS
card is present. The loading mechanism is intrinsic to MULTOS and every lwaddy card operates in
exactly the same fashion. A serie&pplication Protocol Data Units (APDU) arexehanged between

the card and the reader.The MULTOSDevelopers Reference Manual [MDRM] describes the interface
between the card-reader and the MULTOS cardn addition, this document covers those commands
with additional explanation as to their use.

1.4.1 Appli cation Operational Mode
A MULTOS card can operate in one dbur modes:

1 Standard Mode:When the card is powered on no application is selected, but can be using the
ISO defined command SELECT FILE

1 Default Mode: In this mode an application is considerededected immediately upon power on.
However, other applications can be selected normally using SELECT FILE.

1 Shell Mode:When present, a shell application is always selected and no other application can
be selected. This means that a shell application musekable to handle any and all commands
sent to the card.

1 Proprietary Mode: As of MULTOS 4.5.1, implementers are able to define proprietary
operational modes to meet specific product requirements.

The application operational mode is part of the informationcaptured when the application is
registered.See the MULTOS Developers Guide [MDG] for more details operational mode.

© 2021 MULTOSLimited. MAO-DOG-TEG008 v2.29
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2 Application Delete Overview
The process of application deletion is significantly simpler than application loadind.he process is:

1 After an application is registered and an ALC has been requested an issuer can then request
the corresponding Application Delete Certificate (ADC)

1 When the target MULTOS card is present, transmit the ADC to the chigsing a single
command APDU

1 The chip wil verify the certificate validity and, if valid, will remove the application

As of MULTOS 4.5.1, an application is able tdelete itself without the need of an ADC by calling
the Exit to MULTOS and Restagrimitive.

When the application is deleted its ode and memory areas are erased and rendered inaccessible. In
addition, the space can be used again to hold an application loaded at a future date.

MAO-DOGTEG008 v2.29 © 2021 MULTOSLimited.
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3 Generalised Application Load Procedure

Application loading software always uses the same set of commandsubthere may be a difference in
scale.At one extreme there is mass loading of applications at a bureau, where thousands RIULTOS
cards are being loaded with several applications. At the other extreme one application may be being
dynamically loaded to a ;igle MULTOS cardThis may be local or over a secure or even insecure
network.

Application Load

Unit s
‘ > ; [‘?\ ﬁ
A" 7 N
(1 ]
Application Load
Certificate

The generalised load procedure is a set of steps that must be carried out in order to load an
application. Some of these steps may not be needed in all casdsowever, the purpose of this section
is to document all of the steps

The procedure assumes little prior knowledge on the part of the application loader before the process
starts. In practise the application loader must be told what application is to be loaded andwgn

access to the TargeMULTOS cardThis is the minimum knowledge that any application loader can
work with, but in most cases an application loader would be written which had much more
information than this.

The application itself is assumed to be helds an AUR file. The AUR file contains all of th&LU related
to the application. In practise the application could be held in any valid format.

© 2021 MULTOSLimited. MAO-DOG-TEG008 v2.29
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o

Select Application Load Certificate

The procedure is divided into five stepsThe first four are preparation for the last step,application
loading itself. The steps are:

1 Gather Information : The first step is to gather information from theMULTOS cardThis step
interrogates the MULTOS cardo determine its identity, information about its configuration
and some basic information about communicatig with it.

1 Acquire ALU : The Application Load Unit (ALU) must be found and loadedhere are three
ways that ALUs can be provided

1 Acquire ALC: The Application Load Certificate (ALC) must be found and loaded. In many
cases there is a one to one corresponaee between an application and an ALC, but this may
not necessarily be the case. The ALC must be chosen such that it has the correct permissions to
load the application onto the MULTOS card

1 Integrity Checks : This step consists of checking th#IULTOS cardthe ALU and the ALC to
determine if the conditions for loading an application have been satisfied. Many of these
checks are integrated into the procedure for selecting th&LC and ALU but there are a few
extra checks that may be carried out to implement aobust application loader.

1 Application Loading : The final step is to send the commands to load the application onto the
MULTOS card

There is no requirement that all of the processing for the above steps has to occur at the same time,
or on the same hadware. It is expected that the procedure will be split between machines.

In the case of bureaux, it is expected that much of the processing will be carried out beforehand and
the actual loader itself passed prerocessed data to be sent to theMULTOS cat. The MULTOS card
and data may be processed, and sorted, such that the loader merely has to send a sequence of
commands to the currentMULTOS card

MAO-DOGTEG008 v2.29 © 2021 MULTOSLimited.
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In the case of dynamically loading an application onto MULTOS cardut in the field then the
terminal into which the MULTOS carchas been placed will perform the actual communications with
the MULTOS carawvhilst the processing may be implemented in a server across a network.

3.1 Gather Information

The purpose of this step is to gather information about theMULTOS cardthat the application is to be
loaded onto. This step is only required if the information about theMULTOS cards to be used later in
the process.

Fields of Interest

Get Manufacturer Data | Max_tx_tpdu_size
| | multos_version_no

Fields of Interest
mcd_number
| set_msm_controls_data_da
mcd_issuer_product _id

The Application Load Certificate may also have to be chosen to match thULTOS cardIf

application loading is being carried outen masseit is likely that there is one certificate that is valid for
the whole batch of MULTOS card. In this case the certificate could be explicitly ggn beforehand and
usedfor all MULTOS card For the purposes of thé procedure, however, the assumption is that no
prior knowledge about the MULTOS cards known and that all information must be gathered as part
of the application load.

There are two commands to send to theMULTOS cardo get the information needed. Theyare:

1 Get Manufacturer Data : This command returns information about the underlying hardware
and capabilities of theMULTOS card

1 Get MULTOS Data: This command returns information on the MULTOS implementation,
identification of the card and the permissiongequired to load an application onto this card.

© 2021 MULTOSLimited. MAO-DOG-TEG008 v2.29
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3.1.1 Get Manufacturer Data

Get Manufacturer Data is an APDU command that is sent to thBIULTOS card

APDU Command

Field Value
CLA «80 -
INS «0 2~
P1 «00 =
P2 «00 -
Lc Empty
Data Empty
Le «1l6-

Description

This is the MULTOS specific command class

Indicates the Get Manufacturer Data command

Fixed value

Fixed value

No command data sent

No command data sent

22 bytes of response data expected

‘ Get Manufacturer Data_

ic_manufacturer_id
ic_type (1)

CLAINS P1 P2 Lc Le
80,02,00,00 - 16

M

L—

rom_ic_detW Mism_id (2)
med_id (6)

processor_page_size (1)

max_tx_tpdu_size (

initialisation_date (7)

max_rx_tpdu_size (2)

—

—

ic_manufacturer_id
ic_type
rom_ic_details
mcd_id
initialisation_date
processor_page_size
max_tx_tpdu_size
max_rx_tpdu_size

- icc_serial_number (4)
Datetime (7) year (2)
2) month (1)
day (1)
hour (1)
min (1)
sec (1)

The key pieceof information found in the response datais the maximum size of the Transport

Protocol Dat a
the load commands are generated.

Uni t

(mMakP R Wodu giz®&u nd hi 8

imag pirelve
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3.1.2 Get MULTOS Data

Get MULTOS data is an APDU command that may be sent tdlJLTOS cardo obtain the MULTOS
Data. The MULTOS Data is defined within the Data Dictionary and most of the information is relevant
to application loading.

APDU command

Field Value Description

CLA «80 - This is the MULTOS specific command class
INS «00 - Indicates he Get MULTOS Data command
P1 «00 - Fixed value

P2 «00 - Fixed value

Lc Empty No command data sent

Data Empty No command data sent

Le «7F~= 127 bytes of response data expected

The response data is illustrated below.

CLAINS P1 P2 Lc Le

80000000007F

H Get MULTOS Data

4

rom_ic_details (2)
ic_manufacturer_id (1)
multos_implementor_id\i5m_1d (2)
med id (6}—/5;77,,,,, icc”_serial_numbe 774)
msm__mcd_permiSSi0nsr(%xof"’”ix‘ix‘ mCd_Issuer_prOdLICt_ld (1)

. d_issuer_id (4)
max_dynamic_size (2) med_| —
max_public_size (2) set_msm_controls_data_dat

—~

max_dir_file_record_size (2)

mcd_number (8)

max_fci_record_size (2) SEB? (22)
max_atr_hb_record_size (2) REUG 53)2)
max_atr_file_record_size (2) RFU4 (8)

multos_pk_certificate_length_(2)
—|certified_public_key_length (2)

security level (1)
certification_method_id (2)

app_signature_method_id (2)

encipherment_descriptor (2)
hash_method_id (2)

© 2021 MULTOSLimited. MAO-DOG-TEG008 v2.29
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The data returned in response to this command contains data that is useful during the loading
process. That information is:

1 CardPermissions: The fi el d - ms mholosdata, whech may ase beaised i®
an ALC. If used in the ALC and there is a mismatch with the carthe MULTOS cardvill not
accept the certificate and the load will fail.

1 Card Number: The subf i erhcd numbe® hol ds the number that wu
MULTOS cardBoth the Application Load Certificate and Application Load Unit may be specific
to a particular MULTOS cardand it is the mcd_number that is used to identify which ALC or
ALU to select.

1 Maximum Directory File Size : T h e maxi de [filel reeord_siz®@ i1 n d maximumesge
for a directory record entry Thismay be used to implement a more obust application loader.

If the application's DIR record is larger than this value then the load will fail.

1 Maximum FCI Record Size: T h e méxif@ redord-siz®indicates he maximum size for
the file control information bytes. It alsomay be used to implement a more robust application
loader. If the application's FCI data is larger than this value then the load will fail.

91 Certification Method ID : T h e ceftificatibndmethod id® h ol ds aisanal ue t I
identifier that enumerates the internal methals and keys used for certification of public keys.
This ID may be compared against a certificate to check that thHdULTOS cards using the same
method and keys to check the certificate than were used to generate the certificate.

1 Hash Method ID : The field- hash_method i® h ol d s ais an aéntifierthath a t
enumerates the internal methods and keys used to generate an asymmetrical hash. These
hashes are used in the verification of certificates. If thBIULTOS cards using a differenthash
method from the certificate then the verification of the certificate will fail.

3.2 Acquire Application Load Unit
Application Load Unitsto be loaded usually come in one of three forms

1. Anunprotected ALU that is used for all MULTOS cards
2. A confidential ALU that has beerencrypted using the public key of a particular MULTOS card
(data preparation has been performed for a known target card or list of cards)
3. A confidential ALU that has been encrypted under a symmetric transport key
(data preparation has been performed withait any knowledge of the cards that will be used)
Confidential ALUs are usually used where the data segment contains personalised data.
In case (2) it may be required to search for the ALin a store of generated ALUs. Seg.2.1.

In case (3) it is necessary to use an HSM to-eacrypt the KTU part of the ALU from the transport key
to the card-s public key.

The generation of the Application Load Units is described in the "Guide to Generating Application
Load Units".

MAO-DOG-TEGO008 v2.29 © 2021 MULTOSLimited.
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3.2.1 Selecting the Application Load Unit

Each Application Load Unit is the same fixed size and has tMCD Number of the target MULTOS
card. If multiple ALU are held in a single filethe file may be searchedfor a specificMCD Number.

The following diagram shows he structure of an Application Load Unit. The first field of the structure
is the mcd_number and this may be used to match an ALU to thBIULTOS cardIf an Application
Load Unit is not specific to a particulaMULTOS cardhen the mcd_number is set to zers.

mcd_number | © © ° " " 7]

||||||

Code Record\ H

Data Record | ||

DIR Record | = ||
FClRecord | ||
Application Signature | ||
KTU | | |

Components

)
<
)
< L
2 L
-
<
)
.
3

N D D

\—record data
——record length
The MCD Numberis known at this point, having been read from theMULTOS cardand the selection

of the Application Load Unit is therefore simply a match of theMULTOS carts number with that of
an Application Load Unit.

© 2021 MULTOSLimited. MAO-DOG-TECG008 v2.29
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3.3 Acquire Application Load Cer tificate

The Application Load Certificate is used to provide the security within the loading process. The
MULTOS carduses the certificate to verify that the card owner, or Issuer, has granted permission for
the application to be loaded onto the MULTOS cat. It is not possible to load an application onto a
MULTOS caravithout a valid certificate.

certified_public_key_length (2)
key_type (1)
key_identifier (8)
certification_method_id (2)
hash_method_id (2)
public_key_length (2)
certifying key length (2)
algorithm_id (1)
exponent_length (2)
public_exponent (4)

> mcd_issuer_product_ids (32)

mcd_issuer_id (4)
set_msm_controls_data_dates (32)
mcd_number (8)

RFU (18)

application_id (17)

random_seed (8) (MULTOS v4 ONLY)
file_mode_type (1)

code_size (2)

data_size (2)

session_data_size (2)
dir_file_record_size (2)
fci_record_size (2)

app_ATR _type (1)

verify_certificate (1)

verify_ktu (1)

access_list (2) (MULTOS v4 ONLY)
application_code_hash_length (1) (MULTOS v4 ONLY)
ciphertext (Variable)

The Application Load Certificate contains informatiorused to identify the application as well as the
card. That information is:

1 Application Identifier (AID) :T h e fappidatdn_id®has a value that indicates the card
unique AID. Each certificate is specific to a single application

1 Application Code Hash : T h e applicatidndcode has® cont ai ns a hash
application code section as it will bdoaded onto the card.

1 Issuer ID: Each certificate is specific to a single issuer. Thei erhcd_issuer_i®holds the
domain unique Issuer ID. If the ALC and card Issuer ID do not matdhg load will fail.

1 Product ID: Each certificate has a list opermitted ID held in the bitmapped field
- mcd_issuer_product_id® A MULTOS carchasa product ID and if this is not included in the
certi fi,thaloadwikfaill i st

1 Card Enablement Date : Each certificate haghe bitmapped field
-set_msm_controls_data_d®s®, wh i ¢ h which datecamde & permitted. MULTOS
cardshave an enabl ement deaman_cordarblsudata idateset byghef i e |
MULTOS KMA when the card is enabledand if this date is not in the list of dates in the
certificate, the load will fail.

MAO-DOG-TEGO008 v2.29 © 2021 MULTOSLimited.
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1 MCD Number : This is an optional field within the certificate. A certificate may be mde
specific to a single MULTOSard by setting the mcd_number within the certificate b the

mcd_number of the targetca r d .

I f t he cer tignbtizetoatheathrsayonlyd n u

be used to load the applicdion onto the specified card.
1 File Mode Type : Thisone byte bitmapped fielddescribes the application.

b7 | b6 | b5 | b4 | b3 | b2 | bl | bO | Meaning (MULTOS 4.2.1 and earlier)
O/ 0] 0|0 |0] 0| 0| 0 |Standard applicaton (0x00)
O|1](0 |2 |1]|0]| 1] 0 |Shellapplication(0x5A)
1 /0|1 |0|0|1] 0| 1 |Defaultapplication (0xA5)
b7 | b6 | b5 | b4 | b3 | b2 | bl | bO | Meaning (MULTOS 4.3 and later)
0 Single FCI application
1 Dual FCI application
0|0 Static memory size given in jtes
0| 1 Static memory size given in 255%yte blocks
1|0 Static memory size given in bytes
1)1 Static memory size given in bytes
0 | 0 | Standard application
0 | 1 | Default application
1 | 0 | Shell application
1 | 1 | Proorietary applicationtype
0 Standard application loading
1 Controls the loading of the application in some
proprietary implementationspecific way.
0|0 Fixed

9 Access List: The bits in this two byte valued e f i ne t he amigsibns andhave then - s

following meaning (set to 1 when the application has that permission).
o bit0 - Strong Cryptographic functions

bitl - Contact IFD interface

bit2 - Contactless PCD interface

bit3 - GSM Authenticate

bit4 - Card Block

bit5 - Card Unblock

bit6 - Retain session data

bit7 - Maintain selection

bit8 ° PIN Access Level } 00 = Application, 01 = Global / Basic

bit9 ° PIN Access Level 10 = Global / Write, 11 = Global / Full

bitl0 ° Process Events permission

bitl1l ° Card Manager application

bit12 ° Allow access to peripheral devices

bits13to 15 ° RFU

O 000000000 O0OO0OO

1 app_ATR type: A 1 byte value that indicates whether the application wishes to contribute to

the historical bytes of the primary or alternative ATR and the ATS
o None =0x00,
0 Primary ATR = 0x41,
0 Sewmndary ATR = 0x42,
0 Both ATRs = 0x43,
o0 Primary ATS = 0x44,
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o0 Primary ATR and ATS = 0x45,
0 Secondary ATR and ATS = 0x46,
0 Both ATRs and ATSs = 0x47

MAO-DOG-TEGO008 v2.29 © 2021 MULTOSLimited.
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3.3.1 Selecting an Application Load Certificate

The selection of an Application Load Certificate will depend largelyrohow the certificates are stored
and organised.As indicated in the previous section there are a series of data elements that must

match.
M Y

‘ application_id } application_id

‘ application_code_hash

msm_app_permissions msm_mcd_permissions
mcd_issuer_product_ids< mcd_issuer_product_id
mcd_issuer_id< mcd_issuer_id
set_msm_controls_data_date set_msm_controls_data_date
mcd_number mcd_number
msm_app_padding: msm_app_padding

Please refer to the following sections for more specific details on some of the above fields. These are
the more complex fields to match.

3.3.2 Note onthe Application Code Hash

The Application Code Hash is digest of the application code as it will be loaded onto the card. This
means that if any part of the code is encrypted, then the hash must be calculated over the enypted
code.

When an application is registered with the MULTOBMA the Application Code Hash must be
supplied. When certificates are requested to load the application onto MIULTOS cardhis hash is
included within the certificates and enables theMULTOScard to verify that the specific application
has been loaded and that it has not been substituted or corrupted.

3.4 Integrity Checks

At this stage of the application loading procedure the Application Load Unit and Application Load
Certificate have been sele@d, all of the data required for the loading has been obtained and the load
commands may be generated and sent. This section describes some checks that may be carried out
before the actual load commands are sent. These checks are for robustness only andyrba omitted

in a specific implementation.

These checks have been included within the generalised procedure for completeness; they represent a
complete list of all checks that could be carried out by an application loader. The aim is that if all of
the conditions are met then the application load will be successful.

An alternative approach would be to simply let MULTOS perform the checks and handle errors
returned by MULTOS, but if errors occur during the Create MEL Application stage then a retry counter
is incremented. When the retry counter exceeds the maximum allowed for that operation (See the
MULTOS Implementation Report [MIRpr more details) the cards will no longer be able to have
applications loaded(unless the retry delay mechanism is implemésd. See4.1 for details).
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This is a complete list of all checks that are carried out by thHdULTOS cardluring the application
load process. Checks that are impractical to perform as part of the application loader have been
included for completeness only.

The checks fall into three categories:

1 ALC, ALUand MCD cross checks: These verify that the Application Load Certificate (ALC)
corresponds to the Application Load Unit (ALU) and has the required permissions (MCD) to
load the application onto the MULTOS card

1 ALU Sizes: These checks verify that the application will fit onto theMULTOS cardand that alll
of the required components of the ALU are present.

1 Cryptographic : This is a list of the checks that will be carried out by MLTOS and represents a
list of mismatches that will cause the load to fail.

3.4.1 ALC, ALU and MCD Cross Checks

These checks will have been performed already as part of the Application Load Unit and Application
Load Certificate selection procedure. If the loaghrocess has been followed then all of these
conditions will have been met.

. | application_id |-+— } application_id |

. | mcd_number |-~ mcd_number | - mcd_number |

D PSP + 1| ‘mcd_issuer_id | - med_issuer_id |
\ med_issuer_product_id——+—{ med_issuer_product_ids
\ set_msm_controls_data_date \f\ set_msm_controls_data_dates |:
\ certification_method_id}iii\ certification_method_id '
[rash_method ¢ [ hash_methoa i

Application Identifier (AID)

The application_id given in the Application Load Unit and Application Load Certificate should match
to ensure that the correct MULTOS Application iseing loaded. This sounds obvious, but the manner
in which an application is identified should be understood. Both MULTOS and the MULT®$IA use
two fields to identity an application: the application_id and the Application Code Hash.

The application_id $ the normal method to identify an application. Most applications will have a

unique application_id and in most practical cases just this may be used to match applications. In terms
of security, however, the application_id is not very useful. In the sameay that any application on a

PC could be given any filename so can any MULTOS Application could be given any application_id.
MULTQOS solves this problem by using a hash of the code to identify an application. If the code
changes then the Application Code Hah changes and it appears to be a different application.

The application_id structure defined by MULTOS is seventeen bytes long. The first byte contains the
length of the AID, followed by the AID itself and then padding bytes of OxFF to the seventeen bye
length. If the padding is different then this will count as a mismatched AID and the load will fail. It is
advised that the application_id be taken from the Application Load Certificate.
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MCD Number

The mcd_number in the Application Load Unit (ALU) anthe Application Load Certificate (ALC) must
match the mcd_number of the MULTOS cardThe MULTOS caradwill report it's mcd_number as part
of the MULTOS Data and this number is also stored withinthRlU L T O S s mublic key-

The mcd_number is used with Apfication Load Certificate to limit the use of the certificate to a
specificMULTOS cardAny MULTOS cardvhose mcd_number does not match the Application Load
Certificates mcd_number will reject the Application Load Certificate with one exception.

If the mcd_number of the ALC is all zeroes (00 00 00 00 00 00 00 00), then the certificate is not
specific to oneMULTOS card

Issuer ID
The mcd_issuer_id in the Application Load Certificate must match the mcd_issuer_id returned by the
MULTOS card

The mcd_issue id of a MULTOS cards used by theMULTOS cardo identify its Issuer, or owner. The
purpose of using Application Load Certificate is to enable Issuers to control what applications are
loaded, or deleted, from their cards. AMULTOS cardvill only acceptan Application Load Certificate
that bears the same mcd_issuer_id. The MULTOS CA will only issue Application Load Certificates at
the request, or authorisation, of an issuer and only with the appropriate mcd_issuer_id stored within
them.

It is expected that the mcd_issuer_id will match in most cases since the MULT®&S$IA will only issue
certificates to a card issuer with their mcd_issuer_id within them. For the mcd_issuer_id to be
mismatched between aMULTOS cardand a Certificate implies an attempt to loadan application onto
a MULTOS cardelonging to one issuer using a certificate from another issuer. In these cases it is
likely that the certificates have been mixed up.

Product ID
The mcd_issuer_product_id of thelULTOS cardnust be in the list of mcd_isuer_product_ids in the
Application Load Certificate.

Enablement Date
The set_msm_controls_data_date of thelULTOS cardnust be in the list of
set_msm_controls_data_dates in the Application Load Certificate.

Certification Method
This identifies the algoithm and key used in the certificate generation. If the certificate and card ids
do not match then the card will not be able to decipher the ALC and the load will fail.

Hash Method

This identifies the algorithm and modulus used in MULTOS asymmetric haghiff the certificate and
card ids do not match then the card will not generate the same hash as used for the ALC and the
load will fail.

3.4.2 ALU Sizes

These checks involve the examination of the Application Load Unit itself to ensure that the sizes of the
components will fit onto the MULTOS cardThe memory on aMULTOS cards allocated dynamically
as applications are loaded and deleted.

© 2021 MULTOSLimited. MAO-DOG-TECG008 v2.29
MULTOS is aregisteredtrademark of MULTOSLimited. 17



Guide to Loading and Deleting

3

il
' [code_length - - code_size E
. [data_length - -/ data_size E
' [DIR length \4\ max_dir_file_record_size’5—;\ DIR_size E
| FCI_length [ max_fci_record_size ’—\ FCI_size E
. | AppSig_length |+ .| Verify_AppSig | :
. [KTU_length |-+ - Verify KTU |

There are a number of size checks that the chip performs.

Application Footprint

The footprint of the application refersto the amount of non-volatile memory that the application
requires when loaded.The application may not occupy more space than is available on the cragher
to store the application or to use even temporarily for the load

Calculating the application faotprint is slightly more complex than just theverifying the size of the
Application Unit itself. There is additional overhead required by the MULTOS operating system,
padding according to the underlying hardware page size and differences in how implemertians
implement memory management.

Firstly, the nature of EEPROM requires that memory is allocated in complete pages, typically of 32
bytes. The size of code and data must be rounded up to the nearest page to calculate the actual
memory that will be required.

Secondly, each MULTOS Application has an overhead that is required by MULTOS to maintain control
information for the application. The size of this overhead is implementation specific.

Thirdly, if an Application Signature or Key Transformation Unisiincluded then these must be held in
non-volatile memory until the load is complete. Although these are deleted once the load is complete
the temporary memory required during the loading process limits the maximum size of an application.

Code Component

The size of the Code Component in the Application Load Unit must not exceed the size specified
within the Application Load Certificate. The actual size of code may be less than specified in the
Application Load Certificate, although this may be wasteful ath potentially confusing.

Note that the size of the application's code is always taken to be that specified in the Application
Load Certificate. For example, when MULTOS calculates the Application Code Hash then the size in
the ALC will be used. If the AIC size is larger than the actual code size then padding bytes &i0-
must be appended to the application's code such that the sizes match.

Data Component

The size of the Data Component in the Application Load Unit must not exce&dhe size specified
within the Application Load Certificate. The size of an application's data is always taken to be that
specified in the Application Load Unit, when generating Application Signatures it is the size specified
in the Application Load Unit that must be used.
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An application may reduce or increase the amount of Static memory available to it using the primitive
Update Static Sizewithin the bounds of the size given in the Application Load Certificate and the
amount of memory physically remaining.

DIR Record Component

The DIR Record Component in the Application Load Unit must not exce®edhe size specified within

the Application Load Certificate or that indicated by theMULTOS cardn the Manufacturer Data. The
size indicated within the Manufacturer Data is an absolutenaximum that cannot be exceeded. The
maximum size is implementation dependent and some implementations do not place any specific limit
on DIR Record sizeNo check is made to ensure that the DIR entry is valid.

Note that this size is also used when genating Application Signatures.

FCI Component

The FCI Component in the Application Load Unit must not exce&dhe size specified within the
Application Load Certificate or that indicated by theMULTOS cardn the Manufacturer Data.

The size indicated withim the Manufacturer Data is an absolute maximum that cannot be exceeded.
The maximum size is implementation dependent and some implementations do not place any specific
limit on FCI size.

The size specified within the Application Load Certificate is theza that is taken to be the actual
length of the File Control Information. For example, if the Application Load Certificate specifies that
there are 20 bytes of FCI then 20 bytes of FCI will be returned when the application is selected. This
size is also usd when generating Application Signatures.

MULTOS does not verify that the File Control Information Component contains a valid entry.

*Note: Prior to MULTOS 4.3.2, the data, DIR and FCI sizes specified in the ALC had to match the sizes
in the ALU.

Appli cation Signature

The Application Load Certificate contains a field that specifies if an Application Signature is to be
verified. If the Application Signature verification is enabled then th&IULTOS carawill use the
Application Signature to check the integity of the application. If no Application Signature is present
then this check, and the load, will fail.

The Application Signature is generated using the Application Provider Private Key. The public portion
of this key is contained within the ApplicationLoad Certificate. Therefore the private key used to
generate the Application Signature must match the public key in the certificate.

Note: If an Application Signature is loaded, MULTOS does not report an error if Application Signature
verification is notenabled in the Application Load Certificate. Since this can only apply to plaintext
Application Units the recommendation is for the application loader to detect this and throw an error.
Otherwise the load process appears to be protected with an ApplicatioSignature, when in fact there
is no protection - this is confusing and potentially dangerous.

Please refer to the "Guide to Generating Application Load Units" for more information on the
generation of Application Signatures.

Key Transformation Unit
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The Application Load Certificate contains a field that specifies if a Key Transformation Unit is to be
used during the loading. The Key Transformation Unit contains information used by MULTOS to
decipher an enciphered Application Unit. If a Key Transformatn Unit is indicated in the Application
Load Certificate, but not included within the Application Load Unit then MULTOS will still attempt to
decipher the Application Unit and either fail due to a corrupted Key Transformation Unit, or corrupt
the Application Unit.

The Key Transformation Unit contains information on how to decipher the Application Unit. The Key
Transformation Unit itself is enciphered using the Public Key of tHdULTOS cardThis key is unique
to the MULTOS cardand only the specificMULTOScard will have the corresponding private key to
correctly decipher the Key Transformation Unit. If a Key Transformation Unit is present then the
Application Load Unit must be loaded onto theMULTOS cardvhose public key was used in the
generation of the Key Transformation Unit.

Please refer to the "Guide to Generating Application Load Units" for more information on the
generation of a Key Transformation Unit and the enciphering of an Application Unit.
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3.4.3 Cryptographic

The cryptographic checks relate to thasthat, either directly or indirectly, involve cryptography and by
their very nature are the most difficult to verify by an application loaderin fact, the only the chip is
equipped to perform all the verifications required.

Application Provider Key

The Application Provider's public key is contained within the Application Load Certificate and is used
by the MULTOS cardo authenticate the application. If an Application Signature is not included within
the Application Load Unit then the AP Key is not sed during the load. If an Application Signature is
present then the public keycorresponding to the private keyused to generate the Application
Signature must be in the Application Load Certificate. If the public key does not match then the
MULTOS carawill fail to authenticate the application.

Note that the presence of an Application Signature requires that the certificate contains the Ky
Application Signature flag.If this flag is not set then the MULTOS cardwill not check the Application
Signature even if one is loaded.

MCD Public Key

The Public Key Certificate of thevlULTOS cards returned by theMULTOS cardn response to the
Open MEL Application commandAn ALU generatorshould first verify the validity of the public key
certificate using theappropriate MULTOS KMA supplied Transport Key Certifying Key (TKCK). Once
validated the public key may be extracted and is then used to encipher th€ey Transformation Unit
(KTU). If the KTU has been created prior to loadinghére isno way to check the KTUand the
application loader mustmatch the ALU to the card using the MCD Number.

If the wrong public key is usedto encipher the Key Transformation Unitthe chip will be unable to
verify the KTU and the load will fail.

Random Seed

The Random Seed ian eight-byte value that allows certificate to be used only once peMULTOS card
If the Random Seed is set to a noizero value then theApplication IDand Random Seed values are
stored in an Application History list on thecard. The card checks the Appication History list during the
load process and will fail if the sameAID and Random Seed appears in the list.
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